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Abstract
Background: The shift from traditional office visits to internet-
based care has accelerated during the COVID-19 pandemic, 
increasing reliance on telemedicine platforms. This growth has 
led to more health-related electronic data and heightened risks of 
unauthorized access, making it essential to prioritize information 
confidentiality issues. This study aims to reveal the disclosure of 
confidential information on a Persian televisit website.
Methods: In this observational case study, we gathered public 
health-related electronic data from a Persian televisit website 
in 2022. SAS software was used to harvest messy data about 
patients and doctors and create a structured dataset. Meanwhile, 
Microsoft Excel and RStudio software programs were used for 
data visualization. A hashing algorithm was applied to encode 
personal information, preventing the identification of individuals.
Results: Our study showed how public web data about 263 
patients and 194 doctors, harvested from the target website, can 
be used to reveal patients’ private information. Using such data, 
we explored the patient-doctor interaction patterns. With access 
to the patients’ identifiable information, we recognized the 
identity of the clients who received internet-based care services 
and their possible diseases.
Conclusion: This analysis revealed that exposure of patients’ 
confidential information could compromise their identities and 
underlying medical conditions. This highlights the need for 
a national framework to ensure the security of health-related 
electronic data. Health authorities should enforce comprehensive 
laws, while the owners of televisit websites should implement 
privacy by design principles into the development of such 
platforms to prevent the disclosure of sensitive information.
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What’s Known

•	 The growth of telemedicine platforms 
increases access to healthcare, but raises 
privacy and confidentiality concerns.
•	 Electronic Health Records and health-
related electronic data are vulnerable to 
unauthorized access, exposing patients’ 
confidential information.
•	 Global frameworks such as the Health 
Insurance Portability and Accountability 
Act provide guidelines and regulations for 
protecting health data.
•	 Iran lacks comprehensive regulations 
for safeguarding Electronic Health Records 
and health-related electronic data.

What’s New

•	 Identifying privacy vulnerabilities on 
Persian televisit websites by analyzing 
public health-related electronic data.
•	 Demonstrating how patients’ health 
conditions can be inferred from their 
televisit patterns.
•	 Highlighting the lack of robust 
anonymization of public content on a 
Persian televisit website.
•	 Proposing actionable recommendations 
for regulatory frameworks and data 
protection practices tailored to Iran’s context.
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Introduction

The growth in access to computers and smartphones, along 
with internet connectivity, has initiated the era of digital telelife. 
In this digital age, most people regularly engage in various online 
activities, ranging from browsing news headlines and conducting 
online searches to participating in e-learning courses, engaging 
in e-commerce, and seeking remote medical consultations. This 
shift towards a modern, internet-based lifestyle (i-lifestyle) has 
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generated substantial volumes of electronic 
data (e-data) in various formats, including 
unstructured text documents, audio and video 
files, images, and tabular data. Transferring 
such e-data over the internet increases its 
vulnerability to unauthorized access by third-
party trackers, highlighting the need for strict 
supervision. With the rise of the i-lifestyle, the 
issues of privacy, confidentiality, and security 
have become more pronounced, particularly 
regarding personal data. Privacy concerns the 
right of individuals to control access to private 
information, including when and how much 
information to share.1 Confidentiality relates to 
data sensitivity, necessitating protection against 
unauthorized access and disclosure, while 
security focuses on implementing measures to 
protect data and prevent unauthorized access.2

As part of the shift from traditional in-person 
doctor visits to internet-based care (i-care) 
services, several Persian televisit websites have 
been developed, especially during the COVID-19  
pandemic. These platforms offer i-care 
consultations to anyone with internet access, 
potentially improving access to healthcare 
services, increasing care coordination and 
efficiency, promoting health equity, and reducing 
healthcare costs. However, using Information 
Technology (IT) to facilitate i-care services 
via televisit websites poses various technical 
and non-technical challenges.3 A paramount 
concern is ensuring the confidentiality of 
patients’ information, particularly those stored 
as Electronic Health Records (EHRs). An EHR 
is a legal record created and owned by a Care 
Delivery Organization (CDO), in this case, a 
televisit website. EHRs are used to document, 
monitor, and manage the delivery of medical 
services to patients. They include Patient 
Identifiable Information (PII) such as name, 
gender, phone number, and detailed health 
statuses, including disease background, types 
of medical services received, and medication 
details.4 In addition to such information, televisit 
websites also contain public health-related 
e-data such as doctor ratings, service feedback, 
and general health advice. EHRs and public 
health-related e-data raise significant concerns 
about the confidentiality of patients’ information. 
Inappropriate disclosure of such information 
can jeopardize patients’ reputation and life 
opportunities, fostering hesitancy to seek medical 
help.5 Thus, to maintain trust between patients 
and medical providers, protecting the patients’ 
confidential information from breaches is critical.6 
While privacy and confidentiality are distinct 
concepts, they are often used interchangeably in 
the healthcare context. Privacy involves freedom 

from intrusion, focusing on medical service 
providers’ obligation to shield patients’ health 
data, whereas confidentiality limits information 
access strictly to authorized people.2

Although IT brings many benefits in 
delivering i-care services, concerns about 
breaches of confidential information persist. 
A study in Canada in 2003 revealed that 
only 25% of organizations had implemented 
adequate policies and security infrastructures 
to safeguard information access.2 Another 
research highlighted high concerns regarding 
breaches of confidential information and a 
lack of control over unauthorized access to 
such data.7 Moreover, a study conducted in 
Emergency Departments (EDs) of Iranian 
hospitals showed that the patients were 
dissatisfied with the lack of information 
privacy.5 In response to these concerns, 
strict security measures and regulations are 
crucial to protect patients’ health information. 
Respecting patients’ rights to privacy and 
confidentiality includes obtaining informed 
and broad consent before using their personal 
information for purposes beyond healthcare.8 
Globally, several regulatory frameworks aim 
to protect health data. For instance, the Health 
Insurance Portability and Accountability Act 
(HIPAA) of 1996 in the United States (U.S.) 
provides regulations for privacy, security, and 
electronic transactions and outlines penalties 
for illegal disclosures of health information.2, 9  
Furthermore, HIPAA has provided some 
regulations on data storage and specific plans 
to avoid data misuse.10 Since then, all healthcare 
providers in the U.S. need to comply with HIPAA 
to protect patients’ information, including any 
distinct identifying number, their names and 
characteristics, phone numbers, geographic 
data, email addresses, Social Security Numbers 
(SSNs), health records numbers, biometric 
identifiers (e.g., retinal scans, fingerprints), and 
full face photos.10 Other countries have also 
adopted laws and regulations on protecting 
health information. In the United Kingdom, the 
National Health Service (NHS) Code of Practice 
provides strong guidelines and comprehensive 
resources on health information security and 
disclosure to patients, their family members, 
and legal institutions.2, 9 Similarly, Australia has 
policies and a thorough and well-defined legal 
framework, including laws on health information 
privacy, which focuses on protecting patients’ 
confidential information while ensuring it 
can be shared when necessary, e.g., for 
research purposes.9, 11 Moreover, Canada’s 
privacy laws and Freedom of Information Law 
provide guidelines for the Personal Information 
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Protection and Electronic Documents Act 
(PIPEDA), which controls and regulates access 
to health information, ensuring the confidentiality 
of personal health information.11

Despite such frameworks, Iran lacks a unified 
ethical guideline for the effective protection 
of patients’ confidential information.6 While 
there are some formal laws and policies, most 
regulatory measures in Iran are in the form of 
guidelines or formal letters. For instance, Chapter 
Four of the Iranian Patients’ Rights Charter 
states that everyone can demand the rights of 
privacy and confidentiality.1 Additionally, Article 
648 of Iran’s Islamic Penal Code (IPC) states 
penalties for breaching confidential information 
except for legally justified disclosures, and the 
Disciplinary Regulation of Iran’s Medical Council 
(DRIMC) forbids the breach of confidential 
information.6 Some other general regulations on 
the disclosure of EHRs apply to patients. Still, no 
clear guidelines exist for their family members or 
for purposes such as research or sharing data 
with insurance companies.9

In addition to the need to establish the 
necessary laws, the owners of the televisit 
websites have to prioritize the confidentiality 
of patients’ information. They have to use 
appropriate safeguards to protect individuals from 
discrimination or stigmatization related to their 
health statuses. To keep individuals’ information 
safe, the owners of such websites should follow 
data confidentiality rules and guidelines on 
how basic ethical principles and necessities 
should direct or constrain their decisions 
and actions. They should preserve patients’ 
confidential information and consider how its 
release could harm their well-being. Recent 
advancements in data protection technologies, 
such as anonymization and encryption, offer 
promising methods for preserving information 
confidentiality. Anonymization is a method for 
safeguarding individuals from being recognized. 
ISO defines it as removing the links between 
identifiable data and the data subject.12 The 
developers of televisit websites are encouraged 
to rigorously implement such de-identification 
methods to prevent disclosure of confidential 
information.

Despite the rapid growth of Persian televisit 
websites, there has been little empirical research 
on how public web data on such websites 
might unintentionally disclose patients’ private 
information. This study demonstrates how it was 
possible to infer the patients’ private information 
using only public health-related e-data on a 
televisit website. Specifically, it explores how 
such data can be used to reveal patients’ 
identities and their possible diseases.

Materials and Methods

This section outlines the method used in this 
observational case study. We collected PII 
and other health-related e-data by scraping a 
Persian televisit website—without engaging 
in illegal activities such as hacking—to reveal 
patients’ identities and their potential diseases. 
In this paper, the terms “scrap”, “harvest”, and 
“extract” are used interchangeably to describe 
the process of collecting web data for analysis.

We focused on harvesting data on two 
main entities: the patients and the doctors they 
consulted via televisit. Data harvesting and 
preparation were primarily conducted using SAS 
9.4 software (SAS Institute Inc., Cary, NC, USA). 
It provided robust procedures (procs), functions, 
call routines, and macro capabilities essential 
for harvesting, cleaning, and transforming 
messy data—the data that were disorganized 
or poorly structured. Microsoft Excel 2019 
(Microsoft Corporation, Redmond, WA, U.S.) 
and RStudio 2022.02.0 (Integrated Development 
Environment for R, originally developed at the 
University of Auckland, New Zealand) software 
programs were additionally employed for data 
visualization.
Our work followed these main steps:

1. Data Extraction (E phase): Initially, we 
extracted messy and unstructured data from the 
target website during the extraction phase. This 
involved connecting to the website’s Uniform 
Resource Locator (URL) using PROC HTTP 
and employing Perl Regular Expression (PRX) 
to fetch selective information based on defined 
text patterns.

2. Data Transformation (T phase): The raw 
data were then transformed into structured 
datasets during this phase. We utilized PROC 
SQL for efficient data management and 
transformation, ensuring the data were well-
organized and suitable for analysis.

3. Data Loading (L phase): In this phase, 
the structured datasets were loaded into a SAS 
software library, being prepared for integration 
and further analysis.

4. Data Integration and Preparation: We 
integrated datasets prepared in the previous 
step into a structured multiple-rows-per-patient 
dataset. Then, the required features were 
computed, facilitating a detailed analysis of the 
interaction between the patients and the doctors.

5. Data Analysis: The final step involved 
analyzing the data using several software 
programs. Microsoft Excel software program 
was utilized to create Treemap charts, and 
the networkD3 library in the RStudio software 
program was employed to create a Sankey 
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diagram that visualizes the patient-doctor 
relationship and the televisit patterns.

This multi-software approach enabled a 
thorough examination of the harvested data, 
ensuring robust insights into the information 
confidentiality concerns associated with televisit 
websites. Given the dynamic nature of websites 
and to ensure data consistency, all data were 
extracted in a session on March 16, 2022. It is 
worth mentioning that the Extract, Transform, 
Load (ETL) process took 19,860 seconds (5 
hours and 31 min) to execute.

As part of our data collection, we accurately 
extracted and stored information about patients 
and the doctors they had televisited into separate 
SAS software datasets. Specifically, from the 
target website, we scraped web pages for PII, 
including the patients’ full names and phone 
numbers. Doctors’ information was obtained 
from two different web pages: one containing 
doctors’ full names and another detailing their 
specialties. Figure 1 represents the Entity 
Relationship Diagram (ERD), illustrating the data 
structure of the datasets and the relationship 
between them. The ERD depicts the relationship 
between the doctor and specialty datasets as 
one-to-zero-or-one, indicating that some of the 
doctors did not declare their specialty at the time 
of data harvesting. The relationship between the 
doctor and the patient datasets is defined as 
one-to-zero-or-many, reflecting that a doctor 
may have provided i-care services to multiple 
patients, or none, as recorded.

Merging these datasets and rolling up over 
the “time_of_televisit” and “date_of_televisit” 
features resulted in a multiple-rows-per-patient 
dataset consisting of 392 rows and nine features. 
As illustrated in table 1, each row encapsulates 
the interactions between the patients and the 
doctors, detailing the number of televisits made. 
Table 1 documents that the patient identified 
as 5338…4CE9 had five televisits on the target 
website. This patient got three and two televisits 
from doctors identified with the IDs 0102…7707 
and AD1E…8EC6, respectively. The feature 
“Doctor Total Televisits” quantifies the total 
number of televisits made by each doctor. For 

instance, the doctor identified as 0102…7707 
made eight televisits, while the doctor with the 
encoded ID AD1E…8EC6 made six, as recorded 
on the target website. It should be noted that, 
as the data harvested from the target website 
were accessible to the public, our study did not 
require any informed consent or ethical approval. 
However, it is essential to handle such data 
responsibly and by ethical standards to ensure 
the protection of sensitive information and to 
prevent the identification of individuals involved. 
Thus, we applied a hashing algorithm to encode 
the personal information of the patients and the 
doctors.

The subsequent section will describe how 
we utilized this aggregated information to infer 
and disclose the patients’ medical conditions, 
illustrating the potential privacy implications and 
the effectiveness of our data-handling method.

Results

This section is organized into two main parts. 
Adhering to best practices, we first described the final 
dataset to establish a foundational understanding 
before applying any analytical techniques. Next, 
we detailed how the data had been analyzed to 
reveal patients’ possible diseases.

Figure 1: The Entity relationship diagram shows the 
structure of and the relationship between the doctor, the 
specialty, and the patient datasets.

Table 1: The structure of the final dataset
Patient ID Patient Full 

Name
Patient 
Phone 
Number

Doctor ID Doctor Full 
Name

Specialty Patient 
Total 
Televisits

Patient-
Doctor 
Televisits

Doctor 
Total 
Televisits

5338...4CE9 6637…140D B8B7...5CCA 0102…7707 7AE3…DDFE 4799…4653 5 3 8
5338...4CE9 6637…140D B8B7...5CCA AD1E…8EC6 1DF6…87D3 4207…16FE 5 2 6
492B…373A 5172…58C3 5D60…E310 A0C8…F3E4 3960…D001 4D78…9DF6 5 2 2
492B…373A 5172…58C3 5D60…E310 0102…7707 7AE3…DDFE 4799…4653 5 1 8
492B…373A 5172…58C3 5D60…E310 E95C…3BC0 1C3C…8862 6EA2…37F5 5 1 2
492B…373A 5172…58C3 5D60…E310 E8AB…5FAB 54A9…D7C9 2A30…A035 5 1 5
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Data Description
The final dataset includes multiple entries 

per patient, amounting to 392 rows and nine 
features. This dataset encapsulates information 
about 263 patients and 194 doctors, as captured 
from the target website. The left-hand panel of 
figure 2 displays a Treemap chart highlighting 
the patients engaged in four or more televisits, 
showing that the maximum recorded number of 
televisits a patient received was five. The right-
hand panel of figure 2 illustrates a Treemap chart 
for the doctors who made six or more televisits, 
indicating that the highest number of televisits 
made by a doctor on the target website was 27.

Disclosure of Patients’ Possible Diseases
The primary focus of this study involved a 

detailed examination of how harvested public web 
data were utilized to infer and disclose patients’ 
potential diseases. This analysis assumes that 
patients rationally consult specialists relevant to 
their health conditions, e.g., someone with an eye 
condition would logically visit an optometrist or 
ophthalmologist rather than an orthopedic surgeon 
or an Ear, Nose, and Throat (ENT) specialist.

We could deduce patients’ possible diseases 
by analyzing the patterns related to their 
televisits on the target website. This process, 
while revealing data analysis capabilities, raised 
significant privacy concerns. Access to PII made 
it possible to recognize patients’ identities, 
posing a serious privacy violation and disclosure 
of confidential information.

To illustrate our analysis method, we initially 
demonstrated how the patients and the doctors 
were connected on the target website. Figure 3 
illustrates a Sankey diagram used to show the 
relationship between the patients and the doctors 
for the patients who received more than two 
televisits. In the diagram, the encoded patients’ 
IDs are positioned on the left, and the encoded 
doctors’ IDs appear on the right. It provides a clear 

visual pathway of the patient-doctor relationship 
without revealing actual identities. The thickness 
of the gray lines corresponds to the frequency 
of televisits as quantified by the “Patient-Doctor 
Televisits” feature. This visual presentation is 
instrumental in identifying the patterns related to 
the patients’ televisits to the specific doctors.

To further clarify our method and confirm the 
results, we include selected rows and features 
from the final dataset in table 2, showing 
the “Specialty” feature before encoding. The 
inclusion of the “Specialty” feature before 
encoding provides a transparent view into how 
effectively our method could deduce the patients’ 
possible diseases from their televisit patterns.

Table 2 provides encoded data, except for the 
“Specialty” feature, illustrating how the patients’ 
televisits to the specific doctors can suggest 
underlying health concerns:

• The patient B2DB…2711, frequently 
televisited an obstetrician-gynecologist and 
ultrasound and radiology specialists, suggesting 
a woman having gynecological or maternal 
health concerns.

• The patient A002…71C1 registered multiple 
televisits to a urologist and ultrasound and 
radiology specialists, indicating this client may 
have potential urinary system issues.

• Televisit patterns of the patient 066A…FB71, 
twice to a pediatrician and once to a pediatric 
nephrologist, suggest this client may be a child 
who suffers from a urinary system condition.

By analyzing the patterns related to patients’ 
televisits on the target website, we revealed 
potential diseases based on the data collected 
at that time. Access to PII enhances our ability 
to identify specific individuals, raising significant 
concerns about privacy and confidentiality. 
Therefore, it is crucial to protect such sensitive 
information from public access to maintain the 
patients’ confidential information and prevent 
unauthorized disclosure.

Figure 2: The Treemap charts illustrate that the patients received four or more televisits (left) and the doctors made six or more 
televisits (right) on the target website, represented by their encoded IDs
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Discussion

This study revealed that it is possible to infer 
potential diseases of patients from public 
health-related e-data on a Persian televisit 
website, without the need for hacking or illegal 
access. By tracking the patients’ televisit 
patterns and using their PII, we identified 
vulnerabilities in information confidentiality 
on the target website. Our results highlighted 

that even non-sensitive-looking information 
can be employed to disclose private personal 
information. This aligns with findings from similar 
studies in other countries, which have shown 
that health-related e-data can inadvertently 
reveal sensitive information when not 
adequately anonymized. Our findings illustrate 
how disclosure of private information can occur 
on poorly developed televisit websites, even in 
the absence of direct malicious intent.

Figure 3: The Sankey diagram demonstrates the relationship between the patients (left) and the doctors (right), represented by 
their encoded IDs and the frequency of televisits (thickness of the gray lines) for the patients who received more than two televisits.

Table 2: Selected rows from the final dataset with the specialty feature before encoding
Patient ID Patient Full 

Name
Patient 
Phone 
Number

Doctor ID Specialty Patient 
Total 
Televisits

Patient-
Doctor 
Televisits

57AC…4FDD B2DB…2711 5155…5E74 CDBD…27E4 Pathologist 5 1
57AC…4FDD B2DB…2711 5155…5E74 EE56…492A Ultrasound Specialist and Radiologist 5 1
57AC…4FDD B2DB…2711 5155…5E74 3074…8C9F Radiologist 5 1
57AC…4FDD B2DB…2711 5155…5E74 0557…9F6E Obstetricians and Gynecologists 5 1
57AC…4FDD B2DB…2711 5155…5E74 9ED2…1B9E Ultrasound Specialist and Radiologist 5 1
F170…099C A002…71C1 779C…1C68 E8AB…5FAB Urologist 3 2
F170…099C A002…71C1 779C…1C68 EE56…492A Ultrasound Specialist and Radiologist 3 1
C47F…1133 066A…FB71 258C…159C D6F6…D2F0 Pediatrician 3 2
C47F…1133 066A…FB71 258C…159C 9DBB…3AF1 Pediatric Nephrologist 3 1



Haddad Soleymani M, Mohammadpour A

8� Iran J Med Sci

The rapid increase in telemedicine platforms 
during the COVID-19 pandemic has significantly 
transformed the delivery of i-care services. The 
increase in the development of Persian televisit 
websites, paralleled by the rise in internet users, 
has notably enhanced healthcare accessibility. 
However, this shift raises crucial questions about 
the confidentiality of EHRs compared to paper-
based health records.13 Televisit websites generate 
vast amounts of health-related e-data recognized 
as “big data”, characterized by their volume, 
velocity, veracity, and variety. The transmission of 
such e-data over the internet intensifies concerns 
around information privacy and confidentiality, 
as it opens opportunities for third-party trackers 
to misuse personal information for marketing, 
financial gain, or even extortion.

Ensuring the confidentiality of information 
must go beyond securing internal databases to 
include the protection of public web data as well. 
Our study provides a concrete example of how 
inadequate handling of health-related e-data can 
lead to unintentional disclosure of patients’ health 
information, reinforcing the urgent need for stronger 
regulatory oversight, technical safeguards, 
and the importance of Privacy by Design (PbD) 
principles. Thus, ensuring the confidentiality of 
patients’ information has emerged as a paramount 
issue. To safeguard such e-data, health regulatory 
authorities are urged to develop and enforce 
comprehensive laws and policies governing 
telemedicine platforms. Despite rigorous efforts 
to protect information confidentiality, the inherent 
vulnerabilities of televisit websites pose ongoing 
threats. Addressing these threats necessitates 
a multidisciplinary approach involving multiple 
stakeholders.14

In Iran, where the regulatory landscape 
for EHRs and public health-related e-data 
is still nascent, there is a pressing need for 
more robust rules and guidelines, especially 
to protect such e-data from unauthorized 
access.2 Although national policies are still in 
their formative stages, the adoption of global 
standards, such as those proposed by HIPAA 
or the World Health Organization (WHO), is 
crucial.15 These standards emphasize patients’ 
safety, privacy, and the ethical management of 
sensitive information, recommending measures 
such as patients’ informed consent before 
data sharing, rigorous data encryption, and 
system access controls to prevent information 
breaches.15 Although Iran has adopted some 
general legal frameworks, such as the Electronic 
Commerce Law, which helps transfer data 
securely via systems, we need comprehensive 
and specific laws on accessing EHRs and public 
health-related e-data.11 Iranian medical and 

health service providers have limited internal 
policies that need to distinguish between paper-
based health records and EHRs, leading to 
inconsistencies in their application.11

To the best of our knowledge, this study is the 
first to illustrate how public health-related e-data 
on a Persian televisit website can easily, even 
without malicious intent or hacking, reveal the 
patients’ identities and their possible diseases. 
This vulnerability highlights the necessity and 
the importance of integrating PbD principles into 
the development and maintenance of televisit 
websites. Before launching a televisit website, it 
is critical to address the security of the website’s 
public content to ensure robust legal frameworks 
are in place and to confirm that the sharing of 
patients’ public health-related e-data is reliant 
on their informed consent.

As mentioned earlier, this study was 
conducted using public health-related e-data. 
Nevertheless, the most important limitation of 
our study is that it was not possible to evaluate 
all Persian televisit websites to find out if 
there have been other cases of confidentiality 
leakage. Additionally, the large volume of such 
data made the scraping process too difficult and 
time-consuming.

Conclusion

This observational case study revealed that 
public health-related e-data on a Persian televisit 
website could be used to identify the patients 
and infer their possible diseases. Notably, this 
exposure occurred without any unauthorized 
access or technical exploitation, highlighting how 
seemingly benign public health-related e-data, 
when cross-referenced, can lead to serious 
breaches of patients’ confidential information. 
The findings demonstrate a significant privacy 
risk inherent in such telemedicine platforms that 
lack proper data anonymization and protection 
protocols.

We advocate for developing and implementing 
a thorough national framework by the Ministry 
of Health and Medical Education (MoHME) 
in collaboration with IT experts and medical 
professionals. This framework should be tailored 
to meet Iran’s exclusive requirements and include:

• Clear regulations on how to access and 
publish web data, specifically health-related 
e-data.

• Adherence to security protocols and health 
ethics to prevent breaches of confidential 
information.

• Implementation of advanced anonymization 
and de-identification techniques.

• Patients’ rights to ensure they are informed 
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of how their health-related e-data are being 
used.

Additionally, the owners of the televisit 
websites should adopt up-to-date techniques 
and technologies to effectively de-identify their 
clients’ information. Utilizing robust hashing 
algorithms to obscure PII can protect patients’ 
confidential information even if third-party 
trackers access it. Moreover, patients need to 
be aware of their rights in case their information 
is compromised.

To further our efforts in safeguarding patients’ 
information on televisit websites, we propose the 
following areas for future research:

• Assessment of Persian televisit websites 
to identify other instances of confidential 
information leakage.

• Development of solutions to prevent 
unauthorized access to EHRs and health-
related e-data.

• Increasing patients’ awareness of their rights 
in case their health-related e-data have been 
published or used without informed consent.
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