1JMS Letter to Editor

The Double-Edged Sword of Telemedicine:
Privacy Risks on the Digital Health Frontier

Dear Editor

I read with considerable interest the observational case study by Haddad Soleymani and Mohammadpour."
This work provided a timely and crucial examination of the privacy vulnerabilities inherent in the
burgeoning world of telemedicine—a field that has expanded dramatically, particularly following the
COVID-19 pandemic. | commend the authors for their innovative approach in demonstrating how
publicly accessible data can be leveraged to compromise patient confidentiality, a topic of paramount
importance for both patient trust and the ethical implementation of digital health technologies.

The study’s methodology, which involved the scraping of public data from a Persian televisit website,
powerfully illustrated the real-world risks often unaddressed in the rapid rollout of new technologies. The
authors’ ability to reconstruct patient-doctor interaction patterns and infer potential medical conditions
from seemingly innocuous public data serves as a sobering reminder that privacy breaches do not
always require malicious hacking; they can also result from inadequate system design and a lack of
robust data protection protocols. This critical point resonates far beyond the specific context of Iran,
offering a cautionary tale for telemedicine platforms worldwide.

The authors’ findings underscored a significant gap in Iran’s regulatory landscape for digital health.
While many countries have established comprehensive legal frameworks, such as HIPAA in the United
States, to govern the use and disclosure of electronic health information,? the study highlighted the
nascent state of such regulations in Iran. This lack of a robust national framework creates a precarious
environment where patient data is at risk, and the essential trust of a functioning healthcare system can
be easily eroded.

However, while the study’s findings are compelling, it is important to acknowledge the inherent
tension between data accessibility and privacy. Telemedicine platforms often rely on some level of
public information to function effectively—for example, doctor ratings and specialties help patients make
informed choices. The challenge, therefore, is not to eliminate all public data but to implement a “privacy
by design” approach, as the authors rightly suggest.® This means integrating robust anonymization and
de-identification techniques from the outset, ensuring that publicly available data cannot be reverse-
engineered to identify individuals or infer sensitive health information.

The study’s recommendation for a thorough national framework, developed in collaboration with
IT experts, medical professionals, and the Ministry of Health and Medical Education, is a crucial and
actionable step forward. Such a framework must be tailored to Iran’s specific cultural and legal context
while drawing on international best practices. It should provide clear guidelines on data collection,
storage, and sharing, and establish strong enforcement mechanisms to ensure compliance.

Furthermore, patient education is a critical component of any comprehensive data protection strategy.
Patients must be made aware of their rights regarding their health information and empowered to make
informed decisions about how their data is used. This requires clear, transparent privacy policies and
accessible information about the potential risks and benefits of using telemedicine platforms.

In conclusion, the study by Haddad Soleymani and Mohammadpour' is a vital contribution to the
discourse on digital health ethics and governance. It serves as a powerful call to action for policymakers,
healthcare providers, and technology developers in Iran and beyond to prioritize patient privacy and
confidentiality in the design and implementation of telemedicine platforms. As we continue to embrace
the convenience and accessibility of digital health, we must not lose sight of the fundamental ethical
principles underpinning the patient-provider relationship. This study is a crucial reminder that the future
of healthcare depends not only on technological innovation but also on our unwavering commitment to
protecting the privacy and dignity of every patient.
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